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EXECUTIVE SUMMARY 

 It is observed that the economic prosperity, military strength, political vitality, creation of 

wealth for the Nation and high quality of life as a people all depend on the continuous 

functioning of the nation’s critical infrastructures. Critical infrastructure (CI) involves elements 

that are fundamental to the normal operations of the human society, and can be defined as 

referring to any asset, system or part thereof which is critical for the maintenance of vital 

societal functions, health, safety, security, economic or social wellbeing of people, and the 

disruption or destruction of which would have a very substantial impact as a result of the failure 

to maintain those functions. Arguably, it may be viewed as a nation’s economic “central 

nervous system”– making it difficult for nations without a properly functional, or indeed with 

vulnerable CI to attain and sustain its national goals of social and economic progress and 

development. Critical Facilities, like schools, hospitals, settlements markets, clearly demand 

maximum security. The major challenge is to react as soon as possible whenever a threat 

materializes and therefore have a real time and accurate picture of the situation. Protection of 

such infrastructures requires an overall understanding of the situation. The ultimate goals are 

to avoid risk exposure and to save security personnel. A sensor along the fence line that detects 

motion sends alerts back to the security control room. With each alert there is an alarm and the 

view from the camera where motion was detected will automatically populate on the screen. 

Cameras using people-detecting analytics are integrated with the facility’s perimeter detection 

system. This project primarily looks at the roles of security cameras in a critical facility as 

perimeter protection and identifying potential threats from a distance. 
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1.0 INTRODUCTION 

In Nigeria, the North-East region is suffering from over one decade of Boko Haram insurgency 

that devastated the economic potentials of the region, which saw a drastic decline in Internally 

Generated Revenue (IGR), low school enrolment, decline in access to health care facilities and 

natural resources, and deteriorating transportation network and other critical infrastructure. 

Twenty-first century cities have embraced new technologies to automate everything from waste 

management, power supply, water treatment, transportation to all other service delivery that 

makes a liveable city. Despite all these, city residents face security challenges on daily basis 

due to failures of traditional security apparatus. Crime has consistently been on the rise while 

its dimension is following octopus shape and style. Crime ranges from theft, organized robbery, 

assassination, kidnapping to terrorism has become part of Nigeria’s urbanization process. This 

has stretched the security apparatus to the limit. This problem led to the evaluation of the 

critical infrastructure protection in the United States in 1996. The outcome of this effort 

recognized the need for the establishment of important framework for understanding and 

mitigating threats to security with advance technology. It is observed that the economic 

prosperity, military strength, political vitality, creation of wealth for the Nation and high quality 

of life as a people all depend on the continuous functioning of the nation’s critical 

infrastructures.  Critical infrastructure (CI) involves elements that are fundamental to the 

normal operations of the human society, and can be defined as referring to any asset, system 

or part thereof which is critical for the maintenance of vital societal functions, health, safety, 

security, economic or social wellbeing of people, and the disruption or destruction of which 

would have a very substantial impact as a result of the failure to maintain those functions. 

Arguably, it may be viewed as a nation’s economic “central nervous system”– making it 

difficult for nations without a properly functional, or indeed with vulnerable CI to attain and 

sustain its national goals of social and economic progress and development. Examples of CIs 
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include; Energy (electricity, oil, natural gas), Chemical, Industrial Control, Dams, Defence 

Industries, Emergency Services, Financial Services, Food and Agriculture, Government 

facilities, Commercial Services, Health and Public Health, Transportation, (Railways, Roads, 

Highways, Aviation, Shipping and Ports), Water and Waste water, Information Technology 

and Telecommunication, Nuclear. 

There are growing concerns and debates about the protection of these types of CI systems, 

especially, how to effectively protect them given their vital positions in social and economic 

developments. These concerns have been highlighted with the increased emphasis on 

improved efficiency, performance and productivity, and this implies that CIs now rarely exist 

or function in isolation. Rather, they are becoming more tightly coupled into a system of 

(inter)dependent infrastructures, and converging with information and communications 

technology (ICT) and the Internet. This creates a complex multi-system interconnectedness 

and interactions referred to as a system-of-systems (SoS). 

  The Boko Haram insurgency began in July 2009, when the Jihadist group Boko Haram started 

an armed rebellion against the government of Nigeria. After years of fighting, the insurgents 

became increasingly aggressive and started to seize large areas of North-eastern Nigeria. But 

prior to the Boko Haram insurgency, there was free flow of movement of people and goods. 

Insurgents’ attacks disrupted such flows, transforming inter-state and trans-border routes into 

highways of terror and destruction. Insurgents targeted attacks at motorists, commuters, 

security personnel, ordinary people and critical infrastructure. The use of space technology for 

mapping activities has over the years gained prominence in the developed and developing 

countries of the world. This is because it has proved to alleviate the tedious tasks of 

conventional survey approach, accessibility to remote areas, as well as having the synoptic 

view of settlements 
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PROJECT OBJECTIVES  

The aim of this project is to research and develop a model for the protection of critical 

infrastructure for space-based expert system for national security using artificial intelligence in 

North Eastern Nigeria. 

The objectives are:  

• Capacity building; 

• Deployment of security sensors. 

• Establishment of security control room 

 

1.0 PROBLEM STATEMENT 

Critical Infrastructure Protection (CIP) methods and resources deter or mitigate attacks against 

critical infrastructures caused by people (terrorists, hackers), by nature (hurricanes, floods), 

and by accidents involving nuclear, biological, or chemical substances. Critical Infrastructure 

Protection (CIP) is the need to protect a region's vital infrastructures such as food and 

agriculture or transportation. Every government in every nation has a responsibility to protect 

these essential critical infrastructure against natural disasters, terrorist activities and now cyber 

threats. CCTV cameras can help in keeping tabs on the movements of object within and just 

outside any premises. This helps in alerting authorities immediately in case of any suspicious 

moment or activity. 

SDG’s ADDRESSED BY THE PROJECT 

The project addresses three SDG’s. Firstly, SDG 9 target 9.1 which focuses on 

developing quality, reliable, sustainable and resilient infrastructure, including regional 

and trans border infrastructure, to support economic development and human well-

being, with a focus on affordable and equitable access for all. 
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Secondly, the project addresses SDG 11 targets 1& 2 which emphasizes on ensuring 

access for all to adequate, safe and affordable housing and basic services and upgrade 

slums by 2030 as well as provide access to safe, affordable, accessible and sustainable 

transport systems for all, improving road safety, notably by expanding public transport, 

with special attention to the needs of those in vulnerable situations, women, children, 

persons with disabilities and older persons. 

SDG 16 target 4 & 16.b is equally addressed here.  To significantly by 2030, reduce 

illicit financial and arms flows, strengthen the recovery and return of stolen assets and 

combat all forms of organized crime as well as strengthen relevant national institutions, 

including through international cooperation, for building capacity at all levels, in 

particular in developing countries, to prevent violence and combat terrorism and crime. 

PROJECT APPROACH 

➢ Selection of proper location for camera installation.  

➢ Selection of durable route for running cables.  

➢ Installment of power DVR where the surveillance hard disk is present.  

➢  Connection of Monitor to the DVR. 

➢ Establishment of security control room. 
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2.0 PROJECT RESULTS 

Five indoor CCTV Cameras were installed as well as four outdoor CCTV Cameras. 

Below is the footage from the outdoors Cameras.  
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PROJECT CONCLUSION 

Believe it or not; CCTV is one of the most cost-effective ways to ensure that critical 

infrastructures are safe. Their very presence is strong enough to ward off criminals from your 

home or corporate building as they know they do not want to get caught.  

CCTV is the best evidence to use after a crime is committed as it actually shows the criminal 

doing what they are not supposed to do. It also stops anyone else that is not responsible from 

getting in trouble. If you happen to have your CCTV cameras installed in your home or business 

and it catches a criminal in the act, you can send this footage to the local police, and you will 

be known as a local hero! It will help them quickly identify the perpetrator and ensure order is 

once again restored within the community. 

The CCTV can be used to keep order. Every employee will not risk stealing or doing anything 

contrary to the rules if there is a chance they will be caught. CCTVs are just a good way of 

ensuring everyone in the business is doing what they are meant to do and any chances of 

employees misbehaving will decrease dramatically if they know it might cost them their job. 

Most CCTV cameras are phone integrated, so you can keep an eye on your office while you 

are away just to ensure everything is safe. 

In conclusion, CCTV cameras come with a lot of benefits, they are cost effective, and they 

have the ability to maintain order and ensure our safety! 

 

3.0 RECOMMENDATIONS 

➢ The maintenance cost usually is more and should be adhered to and there should also, 

as at when necessary, be regular means of updating the CCTVs 
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➢ Future installation, for a different project will expand the system and equally expand 

the functionality to include greater capabilities. 

➢ The office should provide an alternative source of power and steady data for control 

room monitors and imagery respectively for consistent monitoring 

➢ The security and geospatial division of the agency including Paramilitary and military 

should have link to common database dedicated to security purposes of the country.             

 

4.0 LIST OF MDA’S THAT WILL IMPLEMENT THE RECOMMENDATIONS 

• Office of the National Security Adviser (ONSA) 

• Department of State Services 

• Nigerian Army 

• Nigeria Security and Civil Defense Corps 

• North-East Development Commission 

• All states in the North-East (Adamawa, Bauchi, Borno, Gombe, Yobe and 

Taraba States) 

• All Ministries, Departments and Agencies 

 

 

 

 

 

 

 


